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Chapter Approach

Chapter 4 focuses on computer files, including what they are and how you can organize and protect them. 
· Section A provides practical information about filenames and filename extensions, and explains how to interpret a path to a file. 
· Section B explores ways to organize computer files so they are easy to access, update, and back up. It also analyzes how an operating system stores, deletes, and tracks files, and applies this information to using disk management tools such as defragmenters.
· Section C discusses computer viruses, including types of viruses, how they infect computers, and what you can do to prevent and eliminate them. This section also explains the difference between viruses and virus hoaxes.
· Section D emphasizes the importance of backing up data files. It explains backup methods and plans, outlines the equipment and software you need, and provides procedures for restoring data. 
· The TechTalk at the end of the chapter covers file formats. It examines how an operating system determines the format of a file, describes typical file formats and their extensions, and explains how to find out which files an application can open. 
· The Issue discusses computer crimes and how current law treats computer crime, such as hacking and cracking. 
· As a logical follow-up, the Computers in Context section focuses on Computers in Law Enforcement.
· The two Course Labs for this chapter give students practice in using Windows Explorer and backing up data files.
Chapter Notes

It’s helpful to have a computer with a projection system set up in the classroom so that you can demonstrate file management concepts covered in this chapter.
Section A: File Basics
Filenames, Extensions, and Formats
Key terms in this section include reserved words and native file format. 

Discussion topics include:
· Filename extensions are usually related to the file format. Students should take care when renaming files not to change the extension.  Explain that most programs, such as Microsoft Office XP and 2003 automatically add the extension to the filename.
· What is the purpose of wildcards? It may be unclear to students not already familiar with their use. Spend some time giving examples of the ways in which wildcards can be used to locate filenames and file extensions. Consider having students find all files on their student disk containing the file extension .doc or a filename beginning with M (or any other letter). Providing students with an opportunity to practice using wildcards is the best way to help them understand when using wildcards is helpful.
· Finding files with Windows Explorer or My Computer. Demonstrate both of these to students, with filename extensions showing. Also show the connection between the icon used for the file and the file type. You could then hide the file extensions and open the Folder Options dialog box to the File Type tab to demonstrate how Windows still recognizes the file type. Review the view options in My Computer and Windows Explorer to display files. Finding files with specific names and specific folder locations is difficult for students.  Have students save a file in Microsoft Word and then try to find the folder location.  Most students do not look at the Save In drop down box when saving files.
· Using the Open and Save As dialog boxes. Show these dialog boxes in applications such as Microsoft Word, Paint, WordPad, and PhotoShop. Click the Files of type list arrow to show the formats the application can open and which ones they can save. Some applications convert file formats when you use the Save As command and choose a different file type.

Tip:
File naming conventions differ by operating system It is probably sufficient that your students know the conventions only for the operating system they use in your school labs. Trying to memorize rules for all the operating systems would be difficult for a novice user.
File Locations, Folders, and Paths
Key terms in this section include root directory, subdirectory, folder, file specification, and path.

Discussion topics include:
· Directories and subdirectories are a troublesome concept for many students. Windows Explorer is a dramatic aid to help students visualize the structure of files on a disk.
· The cardboard box analogy. Each directory is a box. Each box has a name. Boxes can contain papers (files) or folders (subdirectories). 

· File locations. After your students understand the idea of directories, you might want to explain that files are not physically stored in a structure that reflects the directory tree. Although some people like to use a directory analogy in which each directory is like a slice of a pie or disk, the files in a directory are not necessarily stored in a certain physical area of the disk. The directory structure is a logical model that helps us think about the organization of files on a disk. 

File Sizes and Dates
This section shows how to discover this information and how to make use of it. 

Discussion topics include:
· Show how Windows Explorer and My Computer provide file size and date information in Details view. File size becomes especially important when disk space is limited, especially if you are transferring files via floppy disks. The file date becomes important when you are tracking work and want to make sure you have the most recent copy of a file.  Compare file sizes of Word documents to Paint files and explain why the sizes vary.
Quick Quiz
1. A file contains _____ stored as a group of bits.
2. True/False: A filename extension is an optional file identifier that is separated from the main filename by a comma, as in Help,com.

3. The maximum length of a filename using Windows 95/98/ME/XP/NT/2000 is _______.
a. 8-character filename plus an extension of 3 characters or less
b. 31 characters
c. 255 characters
d. 256 characters

Quick Quiz Answers

1: Data

2: False

3: C


Classroom Activity:

Have students find a specific folder and list three filenames with different extensions.  Students should note the folder name as well as the files.
Section B: File Management
Application-based File Management
This section discusses how to manage files through your application programs, rather than through My Computer or Windows Explorer. 

Discussion topics include:
· Using the Open and Save dialog boxes. If you haven’t done so already, demonstrate how to use the Open and Save dialog boxes in a typical Windows application. Take time to show all the information the Save dialog box provides—location for the file, file name, and file type—or use Figures 4-5 and 4-7. The best way to understand how to manage files using the Open, Save, and Save As commands in a Windows application is to have students perform these tasks themselves. If possible, let students work in the lab to create a short document about file basics, for example. Have them save the file on a floppy disk with a name such as File Basics.doc and close the document. Then ask them to open the File Basics document, add information about managing files, and use the Save As command to save the document as File Basics and Management.doc. 
· Setting a default folder location. This is a good time to mention that many programs allow you to set a default folder location to save files.  Give an example: a personal folder in Word will always be saved in C:\Personal\Yourname.  Word allows you to set this folder as the default folder using Options from the Tools menu.  Once this is established, all files will save to this location.  If the need arises when files need to be saved to other locations, then you would locate the folder in the Save In drop down box.
Student Edition Lab: Refer students to the New Perspectives Web site for a Student Edition Lab called “Managing Files and Folders.”
File Management Utilities
This section discusses how to use file management tools such as Windows Explorer or the Mac OS Finder to manage files.
· Getting  an overview. File management utilities help you manage files by providing a “big picture” of the files on your computer. Although file management utilities vary from one operating system to another, they rely on the same basic principles. Use Figure 4-8 to compare the Windows and Mac file management utilities. As students become familiar with the concepts of device letters and folders, they will be able to navigate through most computer systems.

File Management Metaphors

This section discusses popular file management metaphors such as the tree structure.

Discussion topics include:

· The tree structure. Use Figure 4-9 to show how drives, folders, and files fit the tree metaphor.
· Any new metaphors? You might ask students if they have developed any metaphors for themselves to help them understand how to organize or find files.

Windows Explorer

This section provides an overview of this file management tool.

Discussion topics include:

· What does this program look like? On the demonstration computer, show the Windows Explorer window, pointing out the two panes and explaining what they show. The left pane shows the big picture view of the computer’s hierarchy of storage devices and folders. If you click a folder in the left pane, for example, the right pane shows the folders and files in the selected folder.
· Moving, copying, and renaming files and folders in Windows Explorer. Make sure students understand that a file’s true name includes its path as well as the individual filename; demonstrate this in Windows Explorer by creating files with identical filenames and extensions, but store them in folders with different names. 
Course Lab: The Course Lab 4-A “Working with Windows Explorer” deals with issues that relate to this section of the textbook. You might want to go through the lab during class time if you have a computer with a projection device. Or, assign this lab for students to do on their own.


File Management Tips

This section provides a bulleted list of hints for managing files effectively.
Discussion topics include:

· Review each tip with the class. Go around the room and ask students to explain why he or she things the item is important. Ask for examples of errors or file disasters that could be attributed to ignoring these tips.
Physical File Storage

This more technical section explains how a computer stores files on a disk. Key terms include physical storage model, formatting, tracks, sectors, formatting utilities, file system, NTFS, FAT32, cluster, File Allocation Table, Master File Table, file shredder software, fragmented files, and defragmentation utility, 
Discussion topics include:

· The conceptual model of folders and files does not reflect the physical reality of the way in which files are stored on a disk. Students may confuse this statement with the explanation of fragmentation discussed later in the section. Remind students that random-access storage allows files to become physically divided up all over a disk’s surface. Although this does not mean that the file itself becomes unreadable, it does make it harder for a drive to read the file efficiently. The process of defragmentation helps to organize the disk by rearranging the files on the disk so that they are stored in contiguous clusters. Emphasize to students that even when a disk is defragmented, the physical organization is still not equivalent to the conceptual organization. Although a directory analogy in which each directory is like a slice of a pie or disk works as a logical model, all the files in a directory are not necessarily stored in the same physical area of the disk. A logical model is not meant to accurately reflect the physical organization of the disk itself.  Another good example to use is a clothing closet where all clothes are stored but not necessarily according to seasons.  To defrag the clothing closet would be to organize all clothing by seasons.
· Units of measurement. Although a disk is physically laid out in tracks and sectors, a cluster is the smallest unit accessible by most microcomputer operating systems. In Windows, a cluster is composed of two sectors.

· The role of the index file. Students are likely to skip over Figure 4-16 without studying it thoroughly. Therefore, you might want to spend some time talking about it. The main point is that the index file tracks the location of files on disks. Help your students see how the file Jordan.wks is stored in different sectors. 
· Formatting a disk. Use Figure 4-14 to show what an operating system does when it formats a disk.

· Defragmenting a disk. Demonstrate how to defragment a disk by using a floppy disk or other removable disk that needs to be defragmented. Start the Disk Defragmenter tool, use the Details view to explain what Windows is doing as it defragments, and then let it run for the length of the class. At the end of your class session, examine the progress or results of the defragmentation. Remind students that defragmenting disks might be done at the end of the business day or overnight to avoid use of the computer.
· What happens when a file is deleted? Is it really deleted, or can it be recovered? Show students how to use the Recycle Bin folder to find files that they’ve deleted. Show how to erase files from the Recycle Bin, and discuss file shredder software that truly eradicates data from your disk.

Student Edition Lab: Refer students to the New Perspectives Web site for a Student Edition Lab called “Maintaining a Hard Drive.”
Quick Quiz
1. File management utilities often use some sort of storage _______ to help visualize and mentally organize the files on disks and other storage devices.
2. True/False: The pane on the left side of the Windows Explorer lists each of the storage devices connected to your computer, plus several important system objects, such as My computer, Network Neighborhood, and the Desktop.
3. When working with Windows Explorer, you can select multiple files holding down the _______.
a. Ctrl key and click each of them
b. Alt key and clicking each of them
c. Shift key and clicking each of them
d.  Mouse and pressing the down arrow key.

Quick Quiz Answers

1: Metaphor

2: True

3: A


Classroom Activity
Have the students draw a diagram of the hierarchy of the folder structure of their own PC, if they have one.  Students should compare their results with other students.  
Section C: Computer Viruses
Viruses, Trojan Horses, and Worms
This section discusses various forms of malicious code. Other key terms include computer virus, payload, trigger event, boot sector, Trojan horse, backdoor, blended threat, worm, mass-mailing worm, spoofed address, Denial of Service attack, and retro viruses. 
Discussion topics include:

· Using terminology correctly. The language that pertains to computer viruses is vivid, but sometimes used without precision. For example, the term “virus” is sometimes used when the term “worm” would be more appropriate. If you would like to encourage your students to use these terms correctly you can initiate an in-class project to construct a glossary of related terms. Divide the class into small groups and give each group one or more terms from the following list: virus, time bomb, logic bomb, worm, Trojan horse, inoculate, virus host, virus cure, virus carrier, bug, anti-virus, trapdoor. The group should attempt to construct the best definition that explains how it differs from other types of vandalware.  Stress that this is an important topic to understand, in order to avoid loss of data and destruction of the boot sector.
· History of malicious code. Use Figure 4-22 to review the history of virus attacks. 

Student Edition Lab: Refer students to the New Perspectives Web site for a Student Edition Lab called “Keeping Your Computer Virus Free.”
Antivirus Software
This section introduces antivirus software, and how it can help your computer stay infection-free. Key terms include checksum, virus signature, multi-partite viruses, polymorphic viruses, and stealth viruses.
Discussion topics include:

· The importance of updating. Antivirus software, while not foolproof, is a good way to protect your computer from damage by viruses. While many students may be familiar with the concept of antivirus software, many will not be aware of the recommendations for software updates. Emphasize that in order for virus software to remain current it must be updated every three months.
· Review current virus threats. Visit the Web site of an antivirus develop to learn about the latest viruses. A good site is www.symantec.com. Click the link for latest virus threats. Notice that new information is posted nearly every day. Peruse more of the Web site in class to see what kind of information it provides. 
· Examine an antivirus application on the demonstration computer. Open an antivirus application and review its settings and options. Many antivirus applications include tips for avoiding viruses in their online Help. 

Virus Hoaxes
This section explains virus hoaxes. 

Discussion topics include:

· Virus hoaxes can be as destructive as an actual virus. Review virus hoaxes and the proper responses. Direct students to Web sites that debunk virus hoaxes, such as www.snopes.com. Remind them that antivirus software manufacturers’ home pages often contain articles about virus hoaxes too.
Quick Quiz
1. A(n)_____ is a type of malicious activity that floods a network with useless traffic in order to overwhelm the network’s processing capability.
2. True/False: Antivirus software is a set of utility programs that looks for and eradicates viruses.

3. A virus that removes its signature from a disk-based file and temporarily conceals itself in memory is a _______.
a. Multi-partite virus
b. Stealth virus
c. Polymorphic virus
d. Trojan Horse virus

Quick Quiz Answers

1: Denial of Service attack

2: True

3: B

Classroom Activity
Browse and search the internet for three viruses listed in this section.  Create a table listing the virus type and how it can be repaired or removed.
Section D: Data Backup
Backup and Restore Procedures
This section describes procedures and makes recommendations for backing up data.
Discussion topics include:
· Disaster can happen to anyone. Refer to the following table to show how easily data can be destroyed.
	

Factor
	
Unintentional data loss
	
Inaccurate data
	Intentional data loss or damage

	Operator error
	X
	X
	

	Power failure, surge, or spike
	X
	
	

	Damaged hardware
	X
	
	

	Natural disasters
	X
	
	

	Computer virus
	
	
	X

	Trojan horses
	
	
	X

	Worms
	
	
	X


· The importance of a plan. Refer students to Figure 4-27 to help them formulate a backup plan for themselves. Suggest a schedule for backups, e.g., every other Friday, or just before lab.
· The pros and cons of full backups vs. selective backups, where only important data files are backed up. Depending on a student’s computer configuration, it might be easier to rely on distribution disks to restore software, rather than going to the trouble to create a full system backup.
· Backup devices and media. Use 4-29 to discuss the various options.

· Demonstrate a backup. In Windows, use the Copy Disk menu option (on the File menu of My Computer or Windows Explorer). If the Backup tool has been installed, you could use that instead. (It’s an optional Windows component that appears on the Start menu in the Accessories/System Tools submenu.) 
Course Lab: The Course Lab 4-B “Backing up your Computer” deals with issues that relate to this section of the textbook. You might want to go through the lab during class time if you have a computer with a projection device. Or, assign this lab for students to do on their own.

Student Edition Lab: Refer students to the New Perspectives Web site for a Student Edition Lab called “Backing Up Your Computer.”



Disk, CD and DVD Backup
This section describes the pros and cons of these three types of backup media. 

Discussion topics include:
· Review the limitations of these media. While they are useful for selective backups, they are cumbersome for full disk backups.

Network and Internet Backup
In this section students learn how to make backups to a network or to the Internet.

Discussion topics include:
· Benefits of network backup. Many users rely on network backup. Network backup can be as easy as copying a valuable file to a folder on a shared drive on your server. While this protects your important data against the failure of your own personal computer, it might not protect you against a network failure, or a disaster such as a fire in your building, for example.

· Ask if any students have used Internet backup sites. Another form of Internet backup is simply to e-mail a file to a friend, or to your own Internet e-mail account such as a Hotmail account. Any form of backup is better than none!


Hard Disk and Tape Backup
This section discusses the benefits of a tape backup system, and how to back up to an extra hard drive. Key terms include: full, differential, and incremental backups.
Discussion topics include:
· Are these reasonable backup methods for your home computer? Who might be likely to use one of these types of systems? Software developers often back up to a second hard disk. 
· External hard disks and their advantages in the backup process. Why are these useful? Because they can be stored in a secure location, such as a safe, or a fireproof vault.


Boot and Recovery Disks
This section discusses the benefits of creating a boot or recover disk. Key terms include boot disk, recovery CD, and Automated System Recovery.

Discussion topics include:
· Do you, as the instructor, have a boot or recovery disk for your personal computer? Do any students have one? Talk the class through the process of making one. 

Quick Quiz
1. An alternative to a full system backup is a(n) ______ backup that contains only your most important files.
2. True/False: The backup device that you select depends on the value of your data, your current equipment, and your budget.
3. A tape backup system can make a full copy of a hard drive in about:
a. 20 Minutes
b. 2 Hours
c. 24 Hours
d. 2 Days
Quick Quiz Answers

1: Selective

2: True

3: B


Classroom Activity
Ask students to share their disaster stories about lost files and no backups. If you have any disaster stories of your own, tell them. Can anyone top the story of the floppy disk that was dropped in a toilet? Do all students make backups, or do some prefer to live dangerously? 

Online Activity

Ask students to research Internet backup services, and decide how useful they are. Make sure they include the prices of the service in their report.
TechTalk

File Formats
To test the concepts covered in this TechTalk, you could have students use a file in one format, such as My File.bmp, and rename it so it has a different file extension, such as My File.doc. Try opening the renamed file in Paint and in Word and discuss what happens and why.
Using an application such as Microsoft Excel or Access, show students how to convert a file using the Save As dialog box and using the Export command on the File menu. Compare these two methods and discuss when to use one or the other.

Issue

Computer Crime
As the section emphasizes, our society seems undecided on how to approach hackers. On one hand, laws are in force that require criminal penalties for hacking into computer systems; on the other, computer hackers are often glorified in movies and on television. Ask your students to think of examples of media attention to hacking. What are the stereotypes of hackers?  Are their crimes portrayed seriously? 
Consider dividing the class into two groups. Have one group come up with reasons why hacking should be prosecuted and treated as serious criminal activity. Have the other group come up with reasons why hacking should be treated lightly. Ask the groups to share their reasoning with each other. Which arguments do the students find most compelling?
Computers in Context
Law Enforcement
While many citizens view the increasing use of computers in law enforcement as a positive development, some citizens fear the loss of privacy and potential for abuse that is possible with computerized policing. Ask students to comment on this issue.
Chapter Discussion Questions

1 Why should you follow standard file-naming conventions when you create and save files? What other guidelines can you think of that you’d like other computer users to follow when naming files?

2 Discuss effective ways to organize your own computer. How would you organize the programs and data on a computer for someone who manages an ad agency? For an instructor teaching three courses a semester? For a family in which four family members share the same computer?
3 Have any students ever been troubled by computer viruses? Did they have anti-virus software? Did it work? If not, how did the recovery process work?
Key Terms

	Antivirus software
	Set of utility programs that looks for and eradicates viruses

	Automated System Recovery
	A set of disk created by the Windows XP Backup utility to help recover from a disaster

	Backdoor
	An entry point for a hacker to gain access to your files

	Backup
	Copy of one or more files that has been made in case the original files become damaged

	Backup software
	Set of utility programs designed to back up and restore files

	Blended threat
	A type of malicious program that combines the features of different types of attacks, such as worm and virus

	Boot disk
	A floppy disk or CD that contains the operating system files needed to boot your computer without accessing the hard disk

	Boot sector virus
	Infects the system files that your computer uses every time you turn it on

	Checksum
	A number of that is calculated by combining binary values of all bytes in a file

	Cluster
	Group of sectors of a block

	Computer virus
	Set of program instructions that attaches itself to a file, reproduces itself, and spreads to other files

	Copy Disk utility
	Makes an exact copy of one floppy disk onto another disk of the same size and capacity

	Defragmentation utility
	Utility to rearrange the files on a disk so that files are stored in contiguous clusters

	Denial of Service attacks
	Worms designed to generate a lot of activity on a network by flooding it with useless traffic

	Differential backup
	Makes a backup of only those files that were added or changed since the last full backup session

	Directory
	List of files

	FAT32
	File system for Windows 95, 98, and Me

	File Allocation Table (FAT)
	File that shows which clusters are empty and which hold data; used with FAT32 file system

	File date
	Date the file was created or last modified

	File format
	The arrangement of data in a file and the coding scheme that is used to represent the data

	File management utilities
	Operating system utility that provides the “big picture” of the files stored on disks and helps work with them

	File-naming conventions
	Valid filename that adheres to specific rules

	File shredder software
	Overwrites “empty” sectors with random 1s and 0s

	File size
	Usually measured in bytes, kilobytes, or megabytes

	File specification
	Path or location of the file

	File system
	Keeps track of the names and locations of files that reside on a storage medium

	File virus
	Attaches to an application program

	Folders
	Subdirectories

	Formatting
	Creates the equivalent of electronic storage bins by dividing a disk into tracks

	Formatting utilities
	Utility used to reformat some storage devices

	Fragmented files
	Parts of files that become scattered all over the disk

	Full backup
	Makes a fresh copy of every file that exists in the folders that have been specified for backup

	Full-system backup
	Contains a copy of every program, data and system file on a computer

	Incremental backup
	Makes a backup of the files that were added or changed since the last backup

	Logical storage models
	Storage metaphor

	Macro virus
	Infects a set of instructions called a “macro”

	Malicious code
	Any program or set of program instructions designed to surreptitiously enter a computer and disrupt its normal operations

	Mass-mailing worm
	A type of malicious program designed to spread from computer to computer via e-mail

	Master File Table
	File that shows which clusters are empty and which hold data; used with NTSF file system

	Multi-partite viruses
	Able to infect multiple types of targets

	Native file format
	Format specific to software programs that is used to store data

	NTFS
	File system for Windows NT, Windows 2000 and Windows XP

	Path
	A computer file’s location, including the drive letter, folder, file name and extension

	Payload
	Damaged caused by malicious code such as annoying messages or corrupted data

	Physical storage model
	Describes what actually happens on the disks and in the circuits

	Polymorphic viruses
	Mutate to escape detection by changing their signatures

	Recovery CD
	Contains the operating system files needed to boot the computer, plus all the Windows and application software files needed to restore your computer to the state it was in when it was purchased

	Reserved words
	List of words that are used as commands or special identifiers

	Restore
	Copy files from a backup to the original storage medium or its replacement

	Retro viruses
	Designed to attack antivirus software by deleting the files that contain virus descriptions, or corrupting the main executable virus program

	Root directory
	Main directory of a disk

	Sectors
	Part of a track

	Spoofed address
	A false return address, usually selected randomly from the address book of a computer that is infected with a virus.

	Stealth viruses
	Remove signatures from a disk-based file and temporarily conceal themselves in memory

	Storage metaphor
	Logical storage models that help you form a mental picture of the way in which files are stored

	Subdirectories
	Smaller lists of the root directory

	Tracks
	Concentric circles that store data

	Trigger event
	Referred to as a “payload” which could be as harmless as displaying an annoying message, or as devastating as corrupting the data on your computer’s hard disk

	Trojan horse
	A computer program that seems to perform one function while actually doing something else

	Virus hoax
	Arrives as an e-mail message containing dire warnings that a supposedly new virus that is on the loose

	Virus signature
	A section of the virus program that can be used to identify a known virus

	Windows Explorer
	A utility program that is bundled with the Windows operating system

	Worm
	Designed to spread from computer to computer




































































